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Abstract— On the desktop, the application is tested on a central processing unit. On a mobile device, the application is tested on 

handsets like Samsung, Nokia, Apple and HTC. Mobile device screen size is smaller than desktop. Mobile devices have less memory 

than desktop. Mobiles use network connections like 2G, 3G, 4G or WIFI where desktop use broadband or dial-up connections. The 

automation tool used for desktop application testing may not work on mobile applications. So we are designing a framework to 

address the problem of mobile application testing for Android device. 
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I. INTRODUCTION 

   The phones which we use nowadays are completely different from the old ones. Current smart phones are minicomputers with lots of 

functionality in terms of hardware and software. They are packed with various sensors such as brightness, proximity, acceleration, tilt 

and much more. Besides that all modern smart phones have both front and rear facing camera, various communication interfaces such as 

Bluetooth, near field communication (NFC) and global positioning system (GPS) as well as Wi-Fi and cellular network to connect to the 

internet. From a software point of view smart phones offer a lots of application programming interface (API) for manufacturers, 

developers and users to extend smart phone capabilities with apps. As a mobile tester we need to find a strategy to downsize the effort of 

testing on different devices and to find a way to test on the right devices.  

 

   In extremely fragmented and competitive world market the mobile development cycle is of short amount. For the vendors calmness and 

overwhelming task to confirm long term success the application should be tested over totally different combination of platforms, 

operating systems and networks before launching to global.  In addition to the present the same as functional testing the non-functional 

testing like security testing, usability testing etc. Play an important role. The effective test planning in mobile application testing makes 

helps to boost the standard of mobile apps.  We are going to design a framework to address the problem of mobile application with 

respect to functional, performance and compatibility, localization and internationalization testing, security and usability testing.    

 

II. LITERATURE REVIEW 

 Many frameworks are available for testing mobile application for various purposes. Each framework has its own method of testing 

procedure and test process. Some of the existing frameworks on cloud are: 

The MobiTest [1] is an automated cross-platform tool that provides mobile application testing. This tool can be integrated to the cloud for 

testing. A cloud based software [2] testing paradigm proposed a mobile application testing framework in the cloud that provides various 

testing services. Testdroid [3] is an online mobile testing framework that provides UI testing for mobile applications in many devices. 

SOASTA CloudTest [4] is an automated mobile performance and touch test tool integrated in the SOASTA. A Model-Driven approach [5] 

that IS used for automation of mobile applications using DSML. Other than these various online mobile application testing frameworks are 

also available. Some of these are: BlazeMeter [6] , DeviceAnywhere [7] , PerfectoMobile [8], Parasoft Test [9], etc. Nagowah, L., Sowamber, 

G.[10] in the year 2012 proposed a framework that does not require a device under testing to be connected to a computer. Mahmood, R., 

Esfahani, N., Kacem, T., Mirzaei, N., Malek, S., Stavrou A[11] in the year 2011 used White box automated security testing of mobile apps 

Fuzz tests generation approach/ test bed for emulation in the cloud. Sanz, B., Santos, I., Laorden, C., Ugarte-Pedrero, X., Bringas, P.[12]: On 

the Automatic Categorisation of Android Applications (2012) proposed New method for categorizing android applications through machine 

learning techniques. Allevato, A., Edwards, S.: RoboLIFT [13] designed a Framework to test applications from GUI using GUI-based unit 

testing of mobile apps. Mirzaei, N., Malek, S., Păsăreanu, C., Esfahani, N., Mahmood, R.: Testing Android Apps [14] through Symbolic 

Execution. Zivkov, D.[15]  designed a Touch screen mobile application as part of testing and verification system. Amalfitano, D., Fasolino, 

A., Tramontana, P., De Carmine, S.: Using GUI ripping for automated testing of Android application [16]. Amalfitano, D., Fasolino, A.R., 

Tramontana, P propsed a GUI Crawling-Based Technique for Android Mobile Application Testing. In: Software Testing,Verification and 

Validation Workshops [17]. Ridene, Y., Barbier, F developed a  model-driven approach for automating mobile applications testing [18]. 

Kropp, M., Morales, P using Automated GUI Testing on the Android Platform. developed IMVS Fokus Report [19]. Gilbert, P., Chun, B., 

Cox, L., Jung, J. using  Automating Privacy Testing of Smartphone Applications generated a  Technical Report [20]. Edmondson, J., Gokhale, 

A., Sandeep Neema using Automating Testing of Service-oriented Mobile Applications with Distributed Knowledge and Reasoning. In 

Service-Oriented Computing and Applications [21]. Selvam, R., Karthikeyani V. Mobile Software Testing – Automated Test Case Design 

Strategies [22]. Liu, Z., Gao, X., Long, X. have used Adaptive random testing of mobile application [23]. 
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III. METHODOLOGY 

   Mobile testing is completely different from testing software system applications such as web or desktop applications. With mobile apps 

physical devices have more influence over the software. Besides the hardware user expectations play an important part in daily business 

of mobile tester. 

Some questions to be answered to understand the mobile testing strategy: 

1. How mobile testing is different from testing software applications? 

2. What happens if the mobile device changes network providers while the app is being used? 

3. What happens if you have bad or no internet connection while using the app? 

4.  How does an app react to run in older environment if the user has not updated to the latest version of the operating system? 

 

   Mobile applications are software applications. Besides testing the mobile specific functions and elements it is still necessary to test 

mobile apps in the same way we test web or desktop applications. We have to design the testcases, manage the test data and run the tests. 

Because there are so many different smart phones available in market mobile testers need to focus a lot more on hardware during testing 

process. A mobile tester must know all the hardware and software components of a modern smart phone in order to test mobile apps in 

various situations and with different hardware and software combinations. There are two types of software quality assurance measures: 

1. Product focus- the product focus phase is used to find bugs. 

2. Process focus- the process focus phase aims to protect the software from bugs.  

The product focus phase is divided into: 

1. Static testing- in static testing software is not executed. 

2. Dynamic testing- the application code is executed to see how the application behaves while being executed. 

 

   Dynamic testing is split into two parts: 

1. White-box testing- white box testing is a way of testing the software with knowledge of the internal structure of methods and classes. 

White-box testing is usually done by developers who test their code on a unit level using tools such as Junit, TestNG, XCTest. 

White-box testing techniques are statement coverage, path coverage, branch coverage, decision coverage, control flow testing, 

dataflow testing 

2. Black-box testing- it is a way of testing software without any knowledge of testing software without any knowledge of the internal 

structure of the methods or classes. This approach is usually done by software testers who need to know what the software should do 

and don’t need to know how the software actually does it. Black-box testing techniques are cause-effect graph, error guessing, state 

transition analysis, all pairs testing, exploratory testing. 

 

IV. TYPES OF APP 

    There are three types of apps. 

1. Native Apps- Native apps are programmed with a specific programming language for the specific mobile platform. For e.g. Android 

apps are developed in java whereas iOS apps are written in objective C or Swift. Native apps have full access to all platform specific 

libraries and APIs in order to take advantage of all the features of a modern smartphones has to offer. Assuming the user has granted 

the necessary permissions the app has direct access to the camera, GPS and all the other sensors. 

2. Hybrid Apps- As the name suggests these are the apps that consist of different web technologies such as HTML or JavaScript. Once 

the webpart has been built developers are able to compile this code base to the different native formats: Android, iOS, Window, 

phone or blackberry. To compile the web code into native mobile code developers use a hybrid development framework such as 

Phone Gap. Such framework offers APIs to access the device specific hardware features within the web part of an app. This 

framework builds a so called bridge to the web code via an HTML rendering engine. A small part of the app runs on the native 

operating system and communicates with the web code in the rendering engine via the bridge. With this aid of this bridge the web 

code can access some of the native hardware features. The HTML content or components of hybrid apps can be hosted on a server. 

This approach makes it very easy to make small updates without updating the whole app through app store submission. 

3. Web Apps- A mobile app is a website that can be accessed from the device’s web browser. Such web sites are optimized for mobile 

platform. Mobile web are independent of the mobile platform. Mobile web apps are developed with web technologies such as 

HTML and JavaScript particularly with HTML5, CSS3 and JavaScript. 

 

   There are three business model of mobile App. 

A. Freemium- The most widely used approach is the free version of the app. The free version is limited such as in terms of 

functionality or content. If a user wants to have full functionality he or she can download the enhanced (paid) version of the app. 

This approach is the most widely used freemium app mode 

B. Transaction- In the transaction business model the user pays only after completing a transaction with the app. An example of a 

transaction app is Google wallet where users are able to send money to another account using their credit or debit card. Once the 

transaction is complete a small fee is paid that depends on the transaction amount. 

C. Paid- The paid business model is quite simple before users can download the app they have to pay for it. This is a common usecase 

for gaming apps or apps that fulfill a special task such as applying filters to images to make them look like polaroids. 
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V. MOBILE SPECIFIC TESTING 

1. Mobile App Performance Testing- when testing the performance of mobile app our focus is on the UI. Performance testing can be 

done by measuring the loading time of the content such as images, text or animations that need to be created or processed by the app.  

2. Compatibility Testing- Mobile compatibility testing refers to validating weather the under test mobile app can work well on different 

mobile devices with various platforms, appliances and features and in different environments. 

3. Battery Usage Testing- While testing a mobile app you need to test battery consumption during use. If your app consumes too much 

power users will delete it and move on to another one. 

To test your app’s battery you can run through the two scenarios 

A. Fully Charged Battery- After installing and starting the app leave it open and put the device in standby mode. Now wait for a couple of 

minutes to see whether the app is consuming lots of battery. Check battery usage from time to time and note the battery level. We have to 

close any other apps that are running on the device to eliminate any side effects. Same test can be done when the app is running in 

background. 

B. Low Battery- This is the second scenario. If the battery of the mobile is low or empty generally it switches off features such as network 

connections, GPS and sensors to prolong battery life. If the user activates power saving mode so we can have to test how app handles this 

power saving mode. 

C. Stress and Interrupt Testing- To test your app against interrupts you can manually trigger lots of notifications to the device while using the 

app. Notifications can be incoming messages, calls, app updates or push notifications. Stress testing makes an attempt to interrupt the 

system and confirm its stability by testing it on the far side traditional operation capability. While running interrupts it may generate 

pseudo random user events such as touch, click, rotate, swipe, mute, internet connection shutdown and much more to stress the app and 

see how it handles all those inputs and interrupts. 

D. Security Testing- Security is an important part in development and testing process of a mobile app. It requires special skill and knowledge 

of technology to ensure that the software or app is secure against attacks and vulnerabilities 

E. Usability Testing- Mobile usability testing allows to test the features and functionality of the mobile apps to ensure a great user experience 

similar to web usability testing for desktop but for smartphone and tablet apps. 

F. Internationalization and Localization- When the app is available in different countries and supports different languages and we should test 

apps against those languages and settings related to locations from around the world. 

VI. PROPOSED MODEL 

   Nowadays India has adopted a policy of going digital. Because of this all the services are made available to the citizens electronically such 

as making online payments through credit cards, BHIM, PayTM, making online vehicle booking for OLA/ UBER etc. So we plan to build a 

framework to test the real time devices because if testing is done faster, deployment can be faster. This framework can be implemented 

without the use of emulator/simulator. Current framework support mobile agent based emulator for testing where current tool used for testing 

are Robotium, UI Automator, Monkey Runner. We plan to design a framework that can complement existing mobile computing. We decide to 

support different devices together including information appliances. We will be developing a framework to integrate our approach with other 

methodologies. For real devices no frameworks have been designed. So our approach can complement existing software development 

methodologies for mobile computing. We will create a well-defined infrastructure and approach Model for sensor device cloud and mobile 

device test clouds to provide effective service infrastructure for crowd based mobile users by defining the standards in mobile test 

environment. We will develop an optimized algorithm for the improvement of test and coverage analysis to understand the device specific 

faults for mobile compatibility testing. 

VII. TESTING CHALLENGES TO BE ADDRESSED 

    Testing strategies to be used are as flows: 

1. Requirement Definition- Collecting requirements and features is important to define mobile testing strategy. This kind of information 

is used for planning testing activity which is used to define a test scope 

2. Test Scope- Once you have defined the requirement you can specify the scope for your test strategy. It’s not possible to test an app on 

every possible hardware and software combination. You should therefore reduce the scope of your testing efforts and initially 

concentrate on the important parts of the mobile app. 

3. Test Level- Define test levels for your mobile app based on its features and requirements quality assurance measures to define your 

test methods and techniques. 

4. Test Techniques- you can draw upon quality assurance measures to define your test techniques and methods. Consider using static and 

dynamic approaches to test your mobile app from different points of view. 

5. Test Data- One component of your mobile test strategy should be the required test data. It is important to define the test data as 

realistically as possible based on features and requirements of your app. 

6. Target Devices and Environment- After defining the features, requirements, test level, test technique and test data. Select the target 

device for mobile testing strategy. Once you have specified device strategy you need to think about the test environment the backend 

systems such as databases, payment system, API and any other kind of system involved in the mobile project. If you have systems 

information you need to be sure that it’s also available within the test environment so you can test as though you are in the production 

environment. If your test strategy contains in-the-wild or on-the-move test, there’s an additional requirement the test environment 

must be accessible from outside the client. 

7. Test Automation- Test automation can also form a part of mobile test strategy. Depending on the mobile app and its lifecycle you may 

not need to automate it. If that’s the case it’s important that you document and describe the reasons why test automation is not 
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necessary. However, if your app requires test automation you should start to think about automation and the tools you want to use for 

mobile testing. 

TABLE I: CHALLENGES TO BE ADDRESSED 

Challenge Category  Challenges 

 

Service Challenge 

1. Service Availability 

2. Service Assurance 

3. Service Efficiency 

 

Security Challenge 

1. Confidential Data Security 

2. Depending on Customer Data 

3. Meeting Security Requirement 

Layered Testing Challenge 1. Three Layer Testing Protocol 

2. Communication between 

layers 

 

 

Lack of Universal Standard 

and Infrastructure 

1. Limited Technology 

Configuration  

2. Limited services and storage 

infrastructure 

3. Network Interconnectivity 

4. Virtualization Level 

Guidance Knowledge and 

Staff Experience 

1. Obtaining Guidance 

2. Expertise Teaching staff 

3. Acquire direct knowledge 

 

 

Procuring Cloud services 

on demand basis  

1. Define specific quantity and 

cost 

2. Dependency on remote 

installed applications 

3. Increasing expenditure on 

encrypted data 

 

 

 

 

 

Other Challenges 

1. Planning of test environment 

2. Accrediting vendors which 

meets standards  

3. Ensuring data portability and 

interoperability 

4. Proper utilization of cloud 

resources 

5. To test against different 

languages and setting related 

to locations from around the 

world for localization and 

internatiuonalization 

 

VIII. CONCLUSION AND FUTURE SCOPE 

      Mobile apps need to be tested in real life environments where the potential user will use them. Otherwise we cannot guarantee that every 

feature will work as expected. The tests can be carried out in data networks with different bandwidths as the bandwidth can have a huge 

impact on the mobile apps. As the mobile development and testing business is rapidly changing with lots of new technology entering the 

market every day and plenty more in pipeline. So we have to stay updated with new technology to constantly learn and adapt our skills to the 

ever changing world of technology to develop new and innovative testing ideas and approaches. 

 

    The future scope of this research involves automation is image based and time consuming which cannot be used outside the framework. So 

it is expected that some work can be done with this area. Researchers can also look for browsers, which may vary differently for different 

devices. So it is essential for mobile testers to do browsers usage testing. Some research work is a possible for difficulty in benchmarking the 

performance due to highly fragmented market. Mobile testers need to concentrate on this area. Implementation of the specification might not 

be consistent across vendors and devices. So mobile testers need to have a lot of knowledge about the hardware so as to satisfy the vendors. In 

some scenario, transcoder might not respect user expertise factors. Testers are expected to do the testing on real user environment and so the 

results will be closer to the real user experience. 
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