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Abstract—Digital physical frameworks speak to another 

age of frameworks that incorporate calculation assets, 

correspondence medium and physical procedures. Sticking 

administration implies sticking for explicit period, for 

explicit bundles until quit sticking solicitation is made. 

Anybody with a handset can stick the system, can 

incorporate suspicious messages. Anyway sticking and 

Injection of messages can be avoided with the 

cryptographic components. In beginning to improve the 

recognition precision of jammer an upgraded enhanced 

connection state directing convention is utilized to misuse 

the relationships between's lost bundles. Notwithstanding 

guarantee the honest figuring of these connections an 

authenticator based open reviewing plan is built up that 

enables the locator to confirm the honesty of the parcel 

misfortune data announced by hubs. Anyway it can't 

follow the static jammer situation and area of jammer. So 

as to conquer this disadvantage in further thesis, a static 

portable jammer recognition and area following plan is 

utilized to follow the area of the jammer. In the wake of 

distinguishing, the area of the jammer will be expelled 

from that area after the information is exchanged through 

a similar way. The execution measurement to such an 

extent that throughput and transmission mistake 

likelihood is contrasted and past plans and the outcomes 

demonstrates that the proposed strategy gives preferred 

execution over past framework. 

 

Index Terms—Jamming, low power and lossy wireless 

configurations(LPLWC), Optimized linkage status routing 

protocol module(OLSR), Monitor, Localization.  

 

I. INTRODUCTION 

 
A system is a requesting course of action of crossing 

point of level lines works inside a system. There are numerous 

sorts of PC systems. They are constrained area Networks, 

wide area Networks, site area Networks, city area Networks 

and so on. Notwithstanding these sorts, other diverse qualities 

are broadly used to order variant kinds of systems 

productively. They are convention, topology and design. 

Fundamentally remote sensors(WSNs) are of spatially 

disseminated among independent single sensors to screen 

present in virtual terminals or in ecological climate conditions, 

may be temperature, sound, contamination, weight, and so 

forth . Also, together go these pieces of information through 

the system connect layer towards a primary area channel 

adequately. The improvement in remote sensor's system was 

provoked by military and naval force applications, for 

example, warfield observations. Today such systems were 

utilized in numerous businesses for client applications, for  

machine wellbeing observing, mechanical procedure checking 

and control, etc. Sticking is the way toward meddling with 

interchanges or reconnaissance which distrupts the whole 

transmission. In this manner, arrange jammer is a body who is 

yearningly making a meddle with the server and customer of 

message over the remote channel.  

 

II.RELATED WORKS 

Strasser et al., (2009) has displayed a strategy to identify 

the reason for bit blunders of individual parcels by breaking 

down the RSS amid the gathering of these bits to distinguish 

responsive sticking assaults in sensor systems. This location 

procedure depended on foreordained learning; constrained hub 

wiring and mistake redress codes. Exploratory outcomes on 

Chipcon radios demonstrate its productivity in recognizing 

complex receptive sticking assaults without presenting extra 

overhead, while trying to recognize complex receptive 

sticking assaults.  

 

Mistra et al. , (2010) has proposed a unified methodology, 

for a fluffy surmising based framework, to distinguish sticking 

assaults in the base stations by utilizing three sources of info 

got from every sensor in the system. These information 

sources are the complete bundles gotten amid a particular 

period, the quantity of dropped parcels amid that period and 

the got flag quality (RSS). The base station figures the power 

got amid the sticking assault to discover any distinction in 

incentive between the current RSS and the ordinary RSS. 

These qualities are utilized by the base station to register the 

bundle drop per terminal (PDPT) and flag to-clamor 

proportion (SNR) which is additionally utilized as 

contributions for the fluffy induction framework to get the 
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sticking file. The sticking list is shifted from 0 to 100 and is 

utilized to decide the power of the sticking assault, which can 

extend between a circumstance of 'no sticking' to outright 

sticking'.  

 

K. Pelechrinis et al., (2010) has proposed a successful 

system to analyze the adequacy of Frequency jumping (FH) as 

hostile to the sticking method. In this model ,an amusement 

theoretic system is utilized so as to catch the cooperation 

between a connection and a jammer utilizing FH. Strikingly, it 

shows that 802.11n gadgets can be progressively defenseless 

against sticking as contrasted with inheritance gadgets. 

Besides the outcomes show that recurrence bouncing is 

lacking for shielding 802.11 systems from sticking with 

current range assignments. At long last, explicit highlights of 

802.11n, that is, channel holding and bearer detecting, make it 

progressively helpless to sticking assaults when contrasted 

with heritage systems. But if just FH is utilized, a high 

throughput overhead is acquired because of incessant channel 

exchanging.  

 

M.Erol-Kantarci et al., (2011) has introduced a component 

on Cost Effective Residential Management in the Smart Grid. 

Here the execution of in-home vitality the board (iHEM) 

application is assessed. The execution of iHEM is contrasted 

and advancement based private vitality the board (OREM) 

plot whose goal is to limit the vitality costs of the shoppers. 

Notwithstanding this iHEM diminishes the vitality costs, 

decreases the commitment of the customers to the pinnacle 

load, and lessens the carbon outflows of the family and its 

funds are near OREM. Then again, iHEM application is 

progressively adaptable as it permits correspondence between 

the controller and the customer using the remote sensor home 

zone arrangement (WSHAN). Besides the parcel conveyance 

proportion, deferral, and jitter of the WSHAN improve as the 

bundle size of the observing applications, which likewise use 

the WSHAN. Thus the conveyance proportion increments and 

the defer diminishes then again.  

 

Cordero et al., (2015) has exhibited heterogenous WSN 

under sticking assault utilizing a two-player non-helpful 

diversion chance obliged issue. The capacity utilized here 

depends on both flag obstruction and commotion proportion at 

the beneficiary and a second request cone program has been 

utilized to considerate the amusement issue. Numerical 

outcomes got demonstrate that the correspondence separate 

between the system components must be put into thought amid 

the structure of a location procedure for sticking assault.  

 

H.S.Kim et al., (2015) has displayed MarketNet a deviated 

transmission influence based framework intended for thickly 

populated, impediment rich, downwards traffic-arranged 

conditions. This demonstrates MarketNet in this way tends to 

the difficulties of target application and condition, while 

accomplishing higher parcel conveyance execution with 

detectably lower radio obligation cycles than existing 

conventions, for example, RPL and SHDP. Anyway it 

experiences high impact rate.  

 

Salvatore D'Oro et al., (2017) has proposed a viable 

component for Optimal power distribution and planning under 

sticking assaults. This proposal considers a stuck remote 

situation where a system administrator means to plan clients to 

augment arrange execution while ensuring a base act level to 

each user. Furthermore, the combined power control and 

planning issue in stuck systems under least QoS limitations is 

considered. By accepting that no data on jammer's conduct 

and position is accessible, henceforth demonstrated that the 

issue is NP-Hard. In addition low-multifaceted nature 

Performance mindful Online Greedy Algorithm is additionally 

investigated. In any case it is additionally suffer from 

impedance. 

          

  

III. MONITORING SENSOR NODE TO 

DETECT THE EXACT LOCALISATION OF 

JAMMERS IN A NORMALISED NETWORK 

 

Ongoing years have seen the quick improvement of 
different remote systems which give the correspondence 
foundation to recently developed registering standards; for 
example, Internet of Things, Cloud Computing etc. As a 
plausible structure to accomplish the widespread association 
among heterogeneous sensor gadgets in IoT condition, Multi-
Hop Wireless Network (MHWN) has turned into a 
concentration in scholarly and industry hovers as of late. 
AMHWN does not contains hubs that speak with one another 
over different remote bounces, with taking an interest hubs 
cooperatively sending continuous traffic with no previous 
framework, similar to links or passageways.  

In various application situations, various distinctive 
MHWN cases have been advanced. Regular MHWN examples 
incorporate Wireless Sensing Network (WSN), Wireless 
AdHoc Networks (WAHNs), Wireless Local Area Networking 
(WLAN), Mobile Ad hoc systems administration (MANET) 
and so forth. In any criterion, the common idea of remote 
correspondence, the open access to remote medium and oneself 
sorted out system organization make MHWN powerless 
against numerous system assaults, including the shared 
impedance of ordinary hubs, malevolent assaults from foe, 
refusal of administrations. Among different security dangers 
that MHWN faces in certifiable organization, sticking assault is 
the most well-known one since it very well may be effectively 
propelled by straightforward radio gadgets and it will cause 
genuinely execution corruption to the system. In reality, in light 
of constrained sticking assets, a couple of jammers can 
surprisingly weaken arrange execution, parcel the system, 
interfere with system applications and even harm physical 
framework. 

NETWORK MODEL 

 Consider a self-confident route PSD in a multi spring back 
remote framework. The source center point S always sends 
packages to the objective center D through widely appealing 
centers n1, . . . , nK, where ni is the upstream center point of 
ni+1, for 1 ≤ I ≤ K − 1. We acknowledge that S thinks about 
the course PSD, as in Dynamically Source Routing(DSR) in 
the unlikely event when the DSR isn't used, S can perceive the 
center point in PSD by performing out a pursue course task. 

ISSN NO: 0975-6876

http://cikitusi.com/

CIKITUSI JOURNAL FOR MULTIDISCIPLINARY RESEARCH

Volume 6, Issue 6, June 2019 602



Here we essentially revolve around static or semi static remote 
uncommonly named frameworks. i.e., we anticipate that the 
framework topology and association properties remain 
unaltered for a by and large noteworthy part of time. Display 
frameworks consolidate remote system frameworks (RNs) and 
offhand frameworks molded in voyaging enlisting the remote 
channel of each hop along PSD as an unpredictable 
methodology that shifts forward and backward among 
extraordinary and awful states. Parcels transferred amid the 
ideal state are fruitful, and bundles exchanged over the 
blemished state are ineffective. In qualification to the standard 
Gilbert-Ellioit (GE) feed show, here we don't accept any 
Markovian property on the channel conduct. We accept that 
there are a couple of static MHWN hubs with known positions 
in the system. Moreover, a versatile jammer outfitted with an 
engine can move around the sent zone of the MHWN. The area 
where a hub can effectively get and disentangle messages from 
different hubs is characterized as the hub's hearing extent. Hubs 
fall into this range are called its neighbors. Sticking assault 
diminishes the Signal Noise Ratio (SNR) at a hub in the event 
that it falls into the influenced territory of the jammer. For the 
straightforwardness of portrayal, we pursue the strategy 
embraced by Liu et al. to order MHWN hubs. Solidly, we 
isolated MHWN hubs into three classes as indicated by the 
dimension of aggravation brought about by the jammer.  

 

• Unaffected Node: A hub is unaffected on the off 

chance that it can get parcels from its neighbors and the 

majority of its got neighbors' SNRs that seriously diminish 

after the jammer presents.  

 

• Jammed Node: A hub is stuck on the off chance that 

it can't get messages from any of the unaffected hubs.  

 

• Boundary Node: Other hubs in the MHWN aside 

from unaffected and stuck hubs.  

 

The square graph of jammer area following in WSN 

is expressed beneath. In this, first system is arbitrarily sent 

over a system region after that neighbor data is determined. At 

that point observing hubs are instated in system. At that point 

information is exchanged through source to goal.  

 

A information transmission jammer is recognized by 

utilizing OLSR based HLA calculation. The jammer is 

expelled from the system and the way is recouped to send the 

information. At that point execution is assessed and contrasted 

with the past plans.  

  

 

Figure 1: Network model for link error detection. 

 

 LOCATION TRACKING OF JAMMER NODE  

At first, on the off chance that we need to decide the 

versatile jammer's moving , we need to decide its area in each 

following timeslot. To accomplish this objective, we have to 

choose proper observing hubs at each timeslot to find the 

jammer. The best possible determination of observing hubs 

could strikingly improve the precision of restriction and 

reduction the overhead. Note that we need to progressively 

change the observing hubs since each checking hub just has 

restricted observing territory and along these lines it will be 

invalid if the jammer moves out of its checking zone. Note 

that the checking region of a MHWN hub alludes to the 

territory where it can get the sticking sign and discover the 

jammer's area. Hence, when the jammer is going to move out 

of the checking territory of an observing hub, it needs to 

exchange the following undertaking to another hub which will 

keep on playing out the following errand. This procedure 

bears a few similitude’s to the handover procedure in the cell 

organize.  

 

Besides, to maintain a distance from as often as 

possible handover among the checking hubs, the observing 

hub determination and handover procedure ought to be 

deliberately formulated. In light of these contemplations, our 

portable jammer following plan contains four stages, for 

example observing hub choice, sticking sign estimation and 

result gathering, jammer confinement and checking hub 

handover. Note that in each timeslot, an essential starter for 

jammer confinement is that influenced MHWN hubs can 

identify the sticking assault. As an expanding research subject 

in remote system security, it has pulled in much consideration 

as of late. In that aspect of view of various system layers, a 

couple of sticking assault identification plans has been 

advanced. For the rudimentary and shrewd jammers, there 

exist a few discovery plans. Concerning physical layer, a 

progression of location models have been displayed, for 

example, flag quality estimation, transporter detecting time, 

PDR estimation, consistency checks and so forth. 

Additionally, a few propositions have been advanced to 

distinguish MAC layer egotistical, DoS or bad conduct. As of 

late there has been an expanded enthusiasm for system layer 

interruption discovery to discover those assaults focus at 

course cooperation and topology development. 

 

Figure 2: Localization of jammer and to recover the data. 

Be that as it may, sticking discovery is out of the 

extent of this work as we center around versatile jammer 

restriction and accept that MHWN hubs can accurately 
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recognize sticking assaults. In the wake of sticking 

recognition, every hub needs to decide its state (be an 

unaffected hub, limit hub or stuck hub). To accomplish this 

objective, every hub keeps up its neighbor number and records 

each neighbor's SNR for each following timeslot. In the event 

that a hub did not identify a jammer in some specific 

following timeslot, it will be an unaffected hub. Something 

else, if a hub has distinguished the presence of a jammer, it 

needs to decide its state as per the accompanying rationale. On 

the off chance that it doesn't lose any neighbor and every one 

of its neighbors SNRs don't diminish in excess of a percent, it 

will be an unaffected hub. In the event that it loses more than 

b percent of its neighbors or more than c percent of its 

neighbors SNRs decline more than d percent, it will be a stuck 

hub. Else, it will be a limit hub. The pseudo code actualize of 

this procedure is delineated. A hub can pass judgment on its 

own state dependent on its own estimation results. This is a 

vital reason for conveyed versatile jammer following.  

 

Assume the transmitting intensity of the remote 

correspondence flag is PT and the getting power is PR. The 

separation between the jammer and the getting hub and n is 

the blurring factor, which is chosen by the environment. 

 

                 V.RESULTS AND DISCUSSION 

 

    The results are procured by performing diverse 

reenactments in NS-2 programming. Furthermore some basic 

parameters, for instance, locale, number of center points, 

courses of action of centers and conveyability are inspected. 

 

TERMINAL OUTPUT FOR LINK ERROR 

To keep up protection and secureness of our 

correspondence, a specific private key is produced and this 

gives more adequacy to our proposed framework. In the first 

stage we have produced private key for just 30 hubs yet here 

we are creating private keys for 100 hubs. For instance the 

private key for hub 22 is wVAFm, comparatively for every 

hub we have made a private key. What's more, for this 

technique we are additionally computing the neighbor hubs for 

instance the neighbor hubs of hub 99 are 26,30,31,33,3,41 and 

42 lastly the recreation is started for connection 

disappointment.                                                                                                  

 

  

 

Figure 1: Generation of Private Keys for Link error. 

 

SIMULATED OUTPUT FOR LINK ERROR 

TIME VS THROUGHPUT: 

  In connection blunder the proposed throughput is 

contrasted and the current technique, which we have done in 

stage one for dynamic jammers and this demonstrates the 

quantity of bits got at the goal is more than the current 

framework. 

 

 
 

Figure 2: Generated Curve for Time vs Throughput a 

compared view. 

 

TIME VS PACKET LOSS 

The proposed plan is contrasted and the current 

framework that is portable framework , is connection blunder 

there does not happen much bundle misfortune; this is on the 

grounds that that we are all of a sudden finding a substitute 

way for parcel transmission. The checking sensor decides the 

substitute hub quickly and retransmits the information. 

 
 

Figure 3: Generated Curve for Time vs Packet loss for 

Existing and proposed System. 

 

THROUGHPUT VS TRANSMISSION ERROR 

PROBABILITY:   
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The dynamic framework which we have done in first 

stage is contrasted and is static proposed plot, where if connect 

mistake happens there exists a few blunders yet in proposed 

framework utilizing observing sensor hub, lessens the 

transmission blunder likelihood as we are putting all the more 

checking hubs arbitrarily in a system. 

 

 

 

Figure 4: Compared Curve for Throughput vs 

Transmission Error Probability in Both Systems. 

 

COMPARATIVE ANALYSIS OF THROUGHPUT, 

PACKET LOSS AND TRANSMISSION ERROR 

PROBABILITY 

 

At last, different yields of the dynamic sticking 

framework is contrasted and the proposed plan i.e for static 

sticking in connection blunder. 

 

Table 1: Comparative Analysis of Link Error in 

Both Systems. 

 

PARAMETERS 

CONSIDERED 

EXISTING  

WITHOUT 

OLSR AND 

HLA 

EXISTING 

 DYNAMIC 

SYSTEM 

PROPOSED 

STATIC    

SYSTEM 

Throughput 50.23 350.23 800.245 

Packet Loss 180.00 65.67 63.67 

Error Probability 220.223 40.04 20.06 

 

DEMONSTRATION FOR LINK ERROR 

 

The exhibition for connection blunder is finished 

with system test system 2 in NAM window. At initial 30 hubs 

were framed in first stage to grow the inclusion region in stage 

two, we have utilized 100 hubs which transmits the 

neighboring data to each other. Additionally when it achieves 

the total data it swings to blue. At that point, one hub is set to 

transmit and other to get the information and its known as 

source hub and goal hub, while we are setting observing 

sensor hubs arbitrarily almost six checking sensors are set. 

This screen hub accomplishes the data of all other 100 hubs 

present in a system. In addition information transmission is 

done through the hubs if that one hub does not convey any 

ACK or any pieces of information there happens a connection 

blunder. At long last, the observing sensor hub finds the 

substitute way and transmit the pieces of information. 

 

 

 
 

 

Figure 5: Simulated output for link error in NAM window. 

 

TERMINAL OUTPUT FOR JAMMING ATTACK 

To keep up protection and secureness of our 

correspondence a specific private key is created and it gives 

more adequacy to our proposed framework. For instance the 

private key for hub 23 is GOImg, comparatively for every hub 

we have made a private key. In first stage we have created 

private key for just 30 hubs yet here we are producing private 

keys for 100 hubs. Likewise for every hub we have made a 

private key. Furthermore, for this technique we are likewise 

computing the neighbor hubs for instance the neighbor hubs of 

hub 99 are 26,30,31,33,3,41 and 42 separately. 

 

 

Figure 6: Generation of Private keys for Jamming Attack. 
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SIMULATED OUTPUT FOR JAMMING ATTACK 

 TIME VS THROUGHPUT: 

                In sticking assault the proposed throughput is 

contrasted and the current technique i.e, for dynamic sticking 

and this demonstrates the quantity of bits got at the goal is 

more than the current framework. 

 

 

 

Figure 7: Generated Curve for Time vs Throughput a 

Compared View. 

 

TIME VS PACKET LOSS 

 

The proposed plan is contrasted and the current 

framework that is versatile framework , in connection mistake 

there does not happen much bundle misfortune this is on the 

grounds that that we are abruptly finding a substitute way for 

parcel transmission. The observing sensor decides the 

substitute hub quickly and retransmits the information. 

 

 

 

Figure 5.8: Generated Curve for Time vs Packet loss in Both 

Static and Dynamic Systems. 

 

 

THROUGHPUT VS TRANSMISSION ERROR 

PROBABILITY 

 

Existing powerful framework is contrasted and the 

proposed plan, where if sticking assault happens there exists a 

few mistakes in bundle transmission proportion yet by 

utilizing this strategy for checking the transmission blunder 

likelihood lessens. 

 

 
 

 

Figure 9: Analysed View for Throughput vs Transmission 

Error Probability for Different Systems . 

 

COMPARITIVE ANALYSIS OF THROUGHPUT, 

PACKET LOSS AND TRANSMISSION ERROR 

PROBABILITY 

 

At long last, different yields of the dynamic 

framework is contrasted and the proposed plan of static 

jammers for sticking assaults. 

Table 5.3: Comparative Analysis of Jamming Attacks In 

Existing and Propsed Systems. 

 

PARAMETER 

CONSIDERED 

EXISTING 

WITHOUT 

OLSR 

AND HLA 

EXISTING 

DYNAMIC 

JAMMER 

PROPOSED 

STATIC 

JAMMER 

Throughput 34.235 37.272 45.236 

Packet Loss 160.786 156.678 119.445 

Error 

Probability 

220.224 40.206 20.716 

 

 

DEMONSTRATION FOR JAMMING ATTACKS 

 

                     The showing for sticking assault is finished with 

system test system 2 in NAM window. At initial 30 hubs were 

framed in stage 1 which transmits the neighboring data to each 

other. So also when it achieves the total data it swings to blue. 

At that point one hub is set to transmit and other to get the 

information where other one hub goes about as observing hub. 

The observing hubs are put arbitrarily over the system source 
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hub sends reports to every middle of the road hub, and after 

that the halfway hubs answers to the source hub. The 

neighboring hubs are determined by the observing sensor 

hubs. The critical plan for figuring the area of the jammer is 

finished by thinking about the X and Y pivot. In the wake of 

finding the area of the jammer we will expels the jammer from 

the system lastly the facts are retransmitted in a similar way 

exhibition is started for sticking assaults. 

 

 
 

Figure 10: Simulated output for Jamming Attacks in NAM 

window. 

 

 

VI. CONCLUSION 

This venture displayed an enemy of sticking method 

dependent on Optimized interface state directing 

protocol(OLSR) with homomorphic straight authenticator for 

low-control and lossy systems to dodge tricky sticking 

assailants and recuperate parcels from stuck transmissions. 

Notwithstanding guarantee dependable transmission of pieces 

of information an observing sensor hub is sent which screens 

the information transmission in a system. Besides a static 

versatile jammer discovery and area, following plan is utilized 

to follow the area of the jammer. In the wake of identifying 

the area of the jammer it will be expelled from that 

arrangement and the figures will be exchanged through a 

similar way. The execution measurements to such an extent 

that throughput and transmission blunder likelihood is 

contrasted and static sticking plans and the outcomes 

demonstrates the proposed technique gives preferable 

execution over unique framework. Anyway the information 

misfortune may caused because of connection 

disappointments or by sticking assaults, with the goal that the 

reenactments are accomplished for both connection mistake 

and sticking assaults in system test system 2 and its execution 

was assessed. Our assessment results demonstrate that this 

plan effectively overcomes subtle and vitality proficient 

sticking with the aggressors area, and recuperates parcel 

gathering proportion with little overhead. 

 

 
 

 

 

 

VII. REFERENCES 

 
[1] A. D. Wood, J. A. Stankovic, and G. Zhou, ―DEEJAM: 

Defeating energy efficient jamming in IEEE 802.15. 4-

based wireless networks,‖ in Proc. IEEE SECON, June 

2007.  

[2] A. Hussain, N. A. Saqib, U. Qamar, M. Zia, and H. 

Mahmood,  Protocol aware radio frequency jamming in 

Wi-Fi and commercial wireless networks,‖ J. Commun. 

Netw., vol. 16, no. 4, pp. 397–406, Aug. 2014. 

[3] A. Dvir, L. Buttyan, and T. V. Thong, ―SDTP+: Securing 

a distributed transport protocol for WSNs using Merkle 

trees and Hash chains,‖ in Proc. IEEE ICC, 2013. 

[4] A. Mpitziopoulos, D. Gavalas, C. Konstantopoulos, and 

G. Pantziou, ―A survey on jamming attacks and 

countermeasures in WSNs,‖ IEEE Commun. Surveys 

Tuts., vol. 11, no. 4, pp. 42–56, Oct. 2009. 

[5] D. Rossi, M. Omana, D. Giaffreda, and C. Metra, ―Secure 

communication protocol for wireless sensor networks,‖ in 

Proc. EWDTS, Sept. 2010, pp. 17–2 

[6] D. Schilling, L. Milstein, and R. Pickholtz, ―Theory of 

spread spectrum communications,‖ IEEE Trans. 

Commun., vol. 30, 1982. 

[7] E. Arkin et al., ―Optimal placement of protective jammers 

for securing wireless transmissions in a geographic 

domain,‖ in Proc. IPSN, 2015. 

[8] F. Ashraf, Y. C. Hu, and R. H. Kravets, ―Bankrupting the 

jammer in WSN,‖ in Proc. IEEE MASS, Oct. 2012. 

[9] H.-S. Kim et al., ―MarketNet: An asymmetric 

transmission power-based  wireless system for managing 

e-price tags in markets,‖ in Proc. ACM Sen-Sys, Nov. 

2015. 

[10] H. Huang, S. Xiao, X. Meng, and Y. Xiong, ―A remote 

home security system based on wireless sensor network 

and GSM technology,‖ in Proc. NSWCTC, 2010. 

[11] J. Paek et al., ―The tenet architecture for tiered sensor 

networks,‖ ACM Trans. Sensor Netw., vol. 6, no. 4, 34, 

pp. 1–44, July 2010. 

[12] J. Paek, J. Hicks, S. Coe, and R. Govindan, ―Image-based 

environmental monitoring sensor application using an 

embedded wireless sensor network,‖ Sensors, vol. 14, no. 

9, pp. 15 981–16 002, 2014. 

[13] J. Park et al., ―Glasses for the third eye: Improving 

clinical data analysis with motion sensor-based filtering,‖ 

in Proc. ACM SenSys, Nov. 2017.  

[14] K. Xu, Q. Wang, and K. Ren, ―Joint UFH and power 

control for effective wireless anti-jamming 

communication,‖ in Proc. IEEE INFOCOM, Mar. 2012, 

pp. 738–746.  

[15] M. Strasser, C. Popper, S. Capkun, and M. Cagalj, 

―Jamming-resistant key establishment using 

uncoordinated frequency hopping,‖ in Proc. IEEE SSP, 

May 2008, pp. 64–78. 

[16] M.-H. Park, ―Challenge-response based ACK message 

authentication,‖ Electronics letters, vol. 48, no. 16, pp. 

1021–1023, 2012. 

ISSN NO: 0975-6876

http://cikitusi.com/

CIKITUSI JOURNAL FOR MULTIDISCIPLINARY RESEARCH

Volume 6, Issue 6, June 2019 607



[17]  S. Da˘A ´ ZOro, E. Ekici, and S. Palazzo, ―Optimal 

power allocation and scheduling under jamming attacks,‖ 

IEEE/ACM Trans. Netw., vol. 25, no. 3, pp. 1310–1323, 

June 2017. 

[18]  S.-S. Chiang, C.-H. Huang, and K.-C. Chang, ―A 

minimum hop routing protocol for home security systems 

using wireless sensor networks,‖ IEEE Trans Consum. 

Electron., vol. 53, no. 4, 2007. 

[19] Texas Instruments, ―2.4 GHz IEEE 802.15.4 / ZigBee-

ready RF Transceiver,‖ 2006. 

[20] V. C. Gungor, B. Lu, and G. P. Hancke, ―Opportunities 

and challenges of wireless sensor networks in smart grid,‖ 

IEEE Trans. Ind. Electron., vol. 57, no. 10, pp. 3557–

3564, Oct. 2010. 

[21] W. Xu, W. Trappe, Y. Zhang, and T. Wood, ―The 

feasibility of launching and detecting jamming attacks in 

wireless networks,‖ in Proc. ACM MobiHoc, 2005. 

[22] X. Zheng, Z. Cao, J. Wang, Y. He, and Y. Liu, ―Zisense: 

Towards interference resilient duty cycling in wireless 

sensor networks,‖ in Proc. ACM SenSys, Nov. 2014. 

[23] Y. Xiao, S. Sethi, H.-H. Chen, and B. Sun, ―Security 

services and enhancements in the IEEE 802.15. 4 wireless 

sensor networks,‖ in Proc. IEEE GLOBECOM, 2005. 

[24] Z. Zhang, J. Wu, J. Deng, and M. Qiu, ―Jamming ACK 

attack to wireless networks and a mitigation approach,‖ in 

Proc. IEEE GLOBECOM, 2008. 

[25] Z. Lu, W. Wang, and C. Wang, ―Hiding traffic with 

camouflage: Minimizing message delay in the smart grid 

under jamming,‖ in Proc. IEEE INFOCOM, 2012. 

 

 

2

2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ISSN NO: 0975-6876

http://cikitusi.com/

CIKITUSI JOURNAL FOR MULTIDISCIPLINARY RESEARCH

Volume 6, Issue 6, June 2019 608


