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Abstract 
 
The method of online authentication using biometric data comprises the steps of creating an account on a user platform 

such as online shopping website by entering credentials including fingerprint for biometric verification, logging into the 

account, selecting a product on the user platform,  verifying the user by biometric verification to obtain the product 

information, requesting the product information from a merchant website, retaining the product and price information 

from a merchant’s website, verifying the user by biometric scanning for making payment and finally sending a order 

confirmation to the user by sending an one time password on the user interface [1], [2]. 
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Introduction 

Making an online purchase from the electronic gadgets such as mobiles, laptops, computers, a purchaser has to 

manually enters the data such as credit card number and shipping information. For the user, this becomes tedious when 

using multiple e-commerce and website. For merchant there is an additional work associated with accepting the credit 

card payment when using the mobile internet. The numbers continue to grow and credit industries suffer a lot.  The user 

hesitates to shop online and some still refuse to use a credit card due to their perception of utter insecurity. 

 Thus, there is a need to provide a method to secure online shopping in order to defend the personal data encrypted with 

the merchant such as credit card number and shipping information so as to restrict other user to use your pre saved  

personal credentials [3]. 

 

 

Working 

Online shopping requires a web- enabled communication device such as user interface and a merchant website that are 

interconnected via the internet. 

 

Before making a purchase order, the user creates an account by filling the credentials in the database of the user 

interface. The credentials include the credit card details including the credit card number, expiry date, card verification 

value, e-mail id, password for logging in the account. Further, a fingerprint is also fed in the database for verification of 

the user.To make a purchase, the user first displays the web application on the user interface by using web browser. The 
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user log in the account on the web application for selecting the items to be purchased. After the user selects the item(s) 

to be purchased by placing the item(s) in the order list such as shopping cart an order button appears on the user 

interface for placing the order [4], [5]. Before placing the order the user has to verify the credentials by a biometric scan. 

The user verifies his identity by a biometric scan of the fingerprint which compares and displays all the pre saved 

credentials on the user platform so as to provide an ease to the user for making a request regarding the information. The 

verification is done in order to request the product information from the merchant website. The product information 

including the item price, merchant name, item description is requested by the user through the user interface. The 

requested information is then sent from the merchant website to the user platform. Merchant website uses user platform 

to provide access to the user to the requested information. The user platform is specifically adapted to send and receive 

the product and purchase information to the user from the merchant website.  

After an item is chosen for purchase on the website of a merchant, the customer's time to checkout is decreased to a 

comparatively few clicks using the biometrics data filled earlier with the personal data. This provides an advantage over 

the conventional purchasing as it provides the merchant leverage on current internet assets and merchant accounts 

instead of filling the credentials for each time. 

 

On retaining the information regarding the product specifications and price the user again has to authenticate the 

credentials using a biometric scan.  The verification displays the shipping method and the payment method [6], [7].   

 

The shipping selection is made from the previously entered shipping details which comprise the address where the item 

is to be placed, shipping time and the contact number of the user. The payment selection is also made from the 

previously entered card details which include the credit card number, expiry date of the card and card verification value 

details. On verifying the credentials by biometric scanning, a onetime password is send to the user interface of the user 

for final verification. The user enters the one time password and is ready for executing the payment.After the final 

payment has been successfully received by the merchant, a success or failure message i.e. the order confirmation is send 

to the user interface from the merchant. 

Result 

The online authentication using biometric data defend the personal data of the user and also help merchants and 

consumers in protecting themselves against the increase in credit and banking fraud via biometric security, while also 

ensuring complete privacy of consumer's personal and financial data. 

Conclusion 

This online secured shopping system provides an easy access to shopping and also prevents time and labor cost. 
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