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Abstract— In cloud computing, users can share data among group members with the characters of less maintenance and 

little management cost. Sharing data must have security guarantees, if they are out sourced. Sharing data while 

providing privacy preserving is still a challenging problem, when change of the membership. It might cause to the 

collusion attack for an unsecured cloud. For existing technique, security of key distribution is based on the secure 

communication channel, however, to have such channel is a strong assumption and is difficult for practice. We propose a 

secure data sharing scheme for dynamic users. Key distribution done without any secure communication channels and 

the user can get the individual key from group manager. Data deduplication is one of the techniques which used to solve 

the repetition of data. Our proposed system prevents the replication of files and media file like images, videos. The 

deduplication techniques are generally used in the cloud server for reducing the space of the server.  To prevent the 

unauthorized use of data accessing and create duplicate data on cloud the encryption technique to encrypt the data 

before stored on cloud server. CloudMe is proposed for cloud storage. All files of data owners are encrypted using AES 

algorithm and stored in real cloud. Our design enables the cloud with the crucial deduplication functionality to 

completely eliminate the extra storage and bandwidth cost. Our implementations have adopted a format-compliant SVC 

encryption strategy, and optimized the storage of encrypted SVC videos for efficient dissemination. The extensive 

experiments have demonstrated the practicality of our system. 

Index Terms—Cloud Storage,Key Distribution, Data Deduplication, Privacy Preserving, 

 

 I INTRODUCTION 
    

  Data Dedupulication - often called intelligent 

compression or single-instance storage-is a process that 

eliminates redundant copies of the data and reduce storage 

over head .Data deduplication techniques ensure that only 

one unique instance of data. Is retained on storage media, 

such as a disk flash, or tape. Redundant data blocks are 

replaced with a pointer to the unique data   copy that way 

data deduplication closely aligns  with increment backup 

which copies only the data that has changed the previous 

backup. Data deduplication is one of the techniques which 

used to solve the repetition of data. Our proposed system 

prevents the replication of files and media file like images, 

videos. The deduplication techniques are generally used in 

the cloud server for reducing the space of the server.  To 

prevent the unauthorized use of data accessing and create 

duplicate data on cloud the encryption technique to encrypt 

the data before stored on cloud server. Cloudme is 

proposed for cloud storage. All files of data owners are 

encrypted using AES algorithm and stored in real cloud. 

For example, a typical email system might contain 100  

 

instances of the same 1 megabyte (MB) file attachment. If 

the email platform is backed up or archived, all 100 

instances are saved, requiring 100 MB of storage space. 

With data deduplication, only one instance of the 

attachment is stored; each subsequent instance is 

referenced back to the one saved copy. In this example, a 

100 MB storage demand drops to 1 MB. 

Deduplication is a process to improve data quality 

by removing redundant or repetitive information from data 

in storage to improve storage utilization. . The privacy 

preserving data mining techniques are classified based on 

distortion, association rule, hide association rule, 

taxonomy, clustering, associative & classification. The 

AES Algorithm  is used to encrypt the data while MD5 

used for content checking. File Compression is used to 

reduce the data size by using JARS method. 
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 II .RELATED WORKS 

2.1 Side channels in cloud services :data  dedupication 

 Deduplication removes redundant copies of files 

or data blocks stored on the cloud. Client-side 

deduplication, where the client only uploads the file upon 

the request of the server, provides major storage and 

bandwidth savings, but introduces a number of security 

concerns[1]. Client-side data deduplication enables cloud 

storage services (e.g., Dropbox) to achieve both storage 

and bandwidth savings, resulting in reduced operating cost 

and high level of user satisfaction. However, the 

deduplication checks (i.e., the corresponding essential 

message exchange) create a side channel, exposing the 

privacy of file existence status to the attacker. In particular, 

the binary response from the deduplication check reveals 

the information about the existence of a copy of the file in 

the cloud storage. 

2.2 Privacy Preserving 

In this paper we address the issue of privacy 

preserving data mining. Specifically, we consider a 

scenario in which two parties owning confidential 

databases wish to run a data mining algorithm on the union 

of their databases, without revealing any unnecessary 

information. The  privacy preserving data 

mining techniques are classified based on distortion, 

association rule, hide association rule, taxonomy, 

clustering, associative classification, outsourced data 

mining, distributed, and k-anonymity, where their notable 

advantages and disadvantages are emphasized. 

2.3 KNN 

 In pattern recognition, the k-nearest neighbors 

algorithm(KNN) is a non-parametric method used for 

classification and regression. In both cases, the input 

consists of the k closest training examples in the feature 

space.KNN is a type of instance-based learning, or lazy 

learning. where the function is only approximated locally 

and all computation is deferred until classification. The 

KNN algorithm is among the simplest of all machine 

learning algorithms.  

2.4 Deduplication 

 Deduplication is a process to improve data quality 

by removing redundant or repetitive information from data 

in storage to improve storage utilization, simplify ETL, 

and optimize data transfers. Organizations often do not 

have visibility into the sources or causes of redundant data. 

Thus they have no way of knowing how much redundant 

data is costing them. For example, a retailer can waste a lot 

of money sending multiple copies of the same catalog or 

campaign to one prospective customer. By deduplicating 

the data ahead of time the company can prevent waste.  

2.5 Scalable Video Coding(SVC) 

 Scalable Video Coding (SVC) is the name for the 

Annex G extension of the H.264/MPEG-4 AVC video 

compression standard. SVC standardizes the encoding of a 

high-quality video bit stream that also contains one or more 

subset bit streams. A subset video bit stream is derived by 

dropping packets from the larger video to reduce the 

bandwidth required for the subset bit stream. The subset 

bitstream can represent a lower spatial resolution (smaller 

screen), lower temporal resolution (lower frame rate), or 

lower quality video signal. H.264/MPEG-4 AVC was 

developed jointly by ITU-T and ISO/IEC JTC 1. These two 

groups created the Joint Video Team (JVT) to develop the 

H.264/MPEG-4 AVC standard. 

2.6 AES 

The more popular and widely adopted symmetric 

encryption algorithm likely to be encountered nowadays 

is the Advanced Encryption Standard (AES). It is found 

at least six time faster than triple DES. 

A replacement for DES was needed as its key size 

was too small. With increasing computing power, it was 

considered vulnerable against exhaustive key search 

attack. Triple DES was designed to overcome this 

drawback but it was found slow. 

The features of AES are as follows − 

1. Symmetric key symmetric block cipher 

2. 128-bit data, 128/192/256-bit keys 

3. Stronger and faster than Triple-DES 

4. Provide full specification and design details 

5. Software implementable in C and Java. 

 

AES Crypt is a file encryption software available on 

several operating systems that uses the industry standard 

Advanced Encryption Standard (AES) to easily and 

securely encrypt files. Using a powerful 256-bit 

encryption algorithm, AES Crypt can safely secure your 

most sensitive files. Once a file is encrypted, you do not 

have to worry about a person reading your sensitive 

information, as an encrypted file is completely useless 

without the password. It simply cannot be read. 

2.7 MD5 Algorithm 

MD5 algorithm should not be used for serious 

cryptography, because it’s insecure and can be broken 

very fast using even commodity hardware. Nevertheless 

you may encounter it in various systems used for different 

purposes, therefore it’s good to know how to work with it. 
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In this post we’re going to show how to calculate MD5 

hash (Message Digest) of given string. 

 The data to hash is a sequence of bits. Let's keep 

things simple, and let's assume that it is a sequence 

of bytes. A few extra bytes (the "padding") are appended 

to that sequence, so that the number of extra bytes is 

between 9 and 72 (inclusive) and the total length after 

padding is a multiple of 64. The specification explains the 

contents of the padding; basically a lot of zeros, and an 

encoding of the input data length. 

 The padded data is split into blocks of 64 bytes. 

The blocks will be processed one by one. Processing of 

each block (64 bytes) takes as input a 128-bit value (16 

bytes) which is the output of the processing of the 

previous block, and outputs a new 128-bit value. 

 Since the first block has no previous block, a 

conventional fixed value is used to start the process. The 

MD5 specification details that value. 

 The complete MD5 output is the 128-bit value you 

get after processing the last block. 
 

III .SYSTEM DESIGN 

In existence private key distribution is based on 

the secure communication channel, In this case, which 

user have private key can share data unfortunately 

revoked user also can share data. Revoked user means 

who have changed their membership. Therefore, secure 

communication channel is a strong assumption but 

difficult to use. Cloud storage is not efficiently utilized. 

Replica of data is possible.The disadvantages of the 

existing system each user will be issued private keys for 

their corresponding privileges. A restriction makes the 

authorized deduplication system unable to be widely used 

and limited.The main issues in the  deduplication system 

cannot prevent the privilege private key sharing among 

users. The users will be issued the same private key for 

the same privilege in the construction. So there is the 

chance the data repetition in cloud server.It can’t 

deduplicate images and videos 

 

                            Fig 3.1 System Architecture 

 The users can securely obtain their private keys 

from group manager. User send request to group manager 

for access the wanted group, at that time our system 

provide individual secure key to user without activation. 

Then group manager see the requests and activate the keys 

after confirm them. After user's private key gets 

activation, then only user can access the group. Our 

scheme have fine-grained access control, any user in the 

group can use the source in the cloud and revoked users 

cannot access the cloud again after they are revoked. In 

our proposed system the group manager performs the 

below tasks when an new user joins the group or a user 

has left the particular group. The main advantages of the 

system is, update the whole user namelist and generate a 

secure key or encrypt key without activation and see the 

updated user list. 

   Here  proposed public cloud named cloudme for 

data storage. Group manager makes sure that the revoked 

users cannot access the file if they conspire with untrusted 

cloud. In this work, we show a secure system design along 

this direction, which aims to bring together the 

advancements of video coding techniques and secure 

deduplication of text file, image and videos getting 

uploaded in the cloud environment to optimize the storage 

space. 

 Media files like image and videos were eliminated 

in the recent surveys, we proposed to develop a unique 

architecture to prevent collusion attack and avoid replica 

of text, image and videos. 

   The selected file is to be upload in the cloudme 

data storage ,if there is a duplication occurs it denotes 

error messages.first, if you upload a same file which is 
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already in  data storage, the error message will be “File 

Name Already Exists”.In Second if you upload a file with 

same content, it notify the duplication. It shows the error 

message will be “File Name is Different But Contents are 

same”.The content of the File can be checked by using 

MD5 Algorithm. The uploaded Files can be viewed by 

Admin, in the Datastorage all the files are clustered like 

audio,video and images.The Size of the file should be 

compressed by using JAR or RAR Files. 

 3.1 Registration and Login 

In this module the user have to register first, then 

only he/she has to access the application. The 

Registration getting the details of the user after 

Registration the user can log in to the application. The  

authentication and authorization process facilitates the 

system to protect itself and beside it protect from 

unauthorized user . The Users collection has two default 

columns: username and password. In most cases you will 

need to store additional users information such as email, 

address, or anything else. One script for user registration 

and another script for user login. The reason you are 

using Server Code to do this is because in a single server-

side action, you create a user, save additional user 

information. 
 

3.2 File upload and  content checking: 

 User can upload various file such as text, image , 

video etc. FileUpload parses HTTP request, Form-based 

File Upload .That is, if an HTTP request is submitted using 

the POST method, and with a content type of 

"multipart/form-data", then FileUpload can parse that 

request, and make the results available in a manner easily 

used by theuser.File need to check filename,file size and 

content.In file content check using MD5  algorithm. The 

selected file is to be upload in the cloudme data storage ,if 

there is a duplication occurs it denotes error messages.first, 

if you upload a same file which is already in  data storage, 

the error message will be “File Name Already Exists”.In 

Second if you upload a file with same content, it notify the 

duplication. It shows the error message will be “File Name 

is Different But Contents are same”.The content of the File 

can be checked by using MD5 Algorithm. The uploaded 

Files can be viewed by Admin, in the Datastorage all the 

files are clustered like audio,video and images. 

 3.3 File compression 

 Compressed file is a sort of archive that contains 

one or more files that have been reduced in size. Since 

these file are smaller, they can be stored without taking up 

much space, or transferred at higher speeds over the 

Internet. By using a program such as zip or RAR, you can 

then decompress the file or files back into their original 

state without any degradation. By compressing a file, data 

takes up less space, and files can be sent and received a lot 

more quickly. 

 3.4 File Download 

 The admin can download various file from cloud 

storage such as image,audio,text etc. The intended output 

is a plain-text then, it can be decoded to plain-text in-

place. But if the intended output is an image or .txt file 

then you can use and download the file.If you want to 

save web files from the internet to your cloud storage 

services, basically, you have to download them from the 

internet to your device and re-upload them to your cloud 

services. Multi cloud is simple web based app that cuts 

out the step of downloading the file to your device. The 

Size of the file can be compressed by using JAR or RAR 

Files. 

IV. CONCLUSION 

 Data deduplication has been widely adopted by 

cloud storage services to eliminate redundant data and 

communications, it leaks the privacy of the chunk  

existence status, resulting in more sophisticated threats. In 

this paper, we develop two solutions as File content check 

and store in cloud storage.We are provide high level of 

security in uploaded file.AES algorithm is used for file 

encryption and content check is done using MD5 

algorithm. In Future deduplication response, preventing 

the attacker from gaining the existence status information 

from duplicate checks. File upload to cloud need to 

increase the performance as large file video and audio 

high quality file.Effective to increase metadata merging 

opportunities when supporting the strong I/O persistence 

model.It has a slight impact on the application latency and 

mobile energy. It may even improve the application 

performance due to reduced I/O load. 
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