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Abstract- the physical resources, communications and computations are combined in “cyber-
physical systems (CPS)”. This work provides an overview of CPS security as an emerging 
field. CPS is in close connection with other popular terms like internet of things, Industrial 
IoT and Industry 4.0. There is a lack of awareness and development in society in consensus 
of IoT. This paper aims at providing an overview of unique characteristics and research 
trends of this field.  
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I. INTRODUCTION 

The evolving application of communication technologies and embedded computer are unified 
by a term named “cyber physical systems (CPS)”. This unification is done to wide variety of 
physical domains that includes automotive, aerospace, civil infrastructure, healthcare, 
transportation, materials and manufacturing. In the “National Science Foundation (NSF)”, 
Helen Gill coined a term CPS in year 2006 in United States[1]. CPS is related to terms such 
as industry 4.0, Industrial IoT and IoT but it is far more durable and foundational in 
comparison with these because it does not have a direct reference to their approaches of 
implementation for example IoT needs internet and specific applications in these domains 
and it aims to disclose cross-cutting basic engineering and scientific principles that integrates 
the physical and cyber elements across all sectors of application. Although wired networks 
are preferred for most of the communications for long distance, main characteristic of CPS is 
the wireless networks. A considerable amount of attention has been attracted by employing 
wireless communications for embedded systems from research community in the way of 
sensor networks in 2000s. A challenge of building a network on top of lossy and low 
powered networks, using conventional concepts of routing such as hop distance is not a good 
metric and other quality metrics such as “ probability of successful one-hop transmission” is 
considered to be more reliable. With an advent of ISA100, WirelessHART and ZigBee the 
large industrial systems are supervised by using “first real world successful applications of 
these technologies”[2][3]. On the top of IEEE802.15.4 standard, these three technologies of 
communications were developed, and the defined frame size has a small original version and 
they are not able to carry IPv6 packets header. As a growth of internet connected embedded 
systems will increase up to millions of devices in next few years where standard 
organisations and vendors need to create compatibility of embedded devices with IPv6[4]. 
The IPv6 is tailored to an embedded network for enabling to send IPv6 packets in a wireless 
standard. The 6LoWPAN effort has been launched by “Internet Engineering Task Force 
(IETF)”, for defining a standard that sends IPv6 packets to the top of “IEEE802.15.4 
networks” and later an adaptation layer which serve to other embedded technologies. Other 
popular efforts of IETF includes the routing RPL protocol for CoAP  and IPv6 sensor 
networks for embedded  communications of application layer[5][6][7].  
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Fig. 1 Attack Points in CPS 

 
 

II. RESULT & CONCLUSION 
 

     As the networking, control elements and computing are integrated by technology in new 
“cyber physical systems”, a requirement for training a new generation of social scientists, 
engineers and computer scientists that are able to cover a “multidisciplinary nature of CPS 
security such as transduction attacks”. In addition, with the maturity of technologies behind 
CPS security, some of the practices will be industry accepted and transit to an industry, 
whereas others might be lost. There exists areas that should be analysed such as working on 
attack mitigation, which have challenges that need to be interplayed between physical and 
cyber components in CPS, the performance of operation of CPS in absence of attacks has to 
be constrained.  
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