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 - Blockchain has been a lucrative buzzword of the year. The Blockchain is a decentralized ledger which maintains a Abstract

permanent growing list of transaction records that are cryptographically secured from tampering and alteration. The Blockchain is 

the main technological innovation of Bitcoin. It is a distributed ledger that everyone can inspect but it cannot be controlled just by a 

single user. The blockchain is a file which is built using a linked list and has records of all transactions from its genesis block to 

present. This paper gives an overview of blockchain technology, structure of blockchain, evolution of blockchain from its inception in 

2008 with Bitcoin technology to its current generation, architecture of blockchain and various technologies used at different stacks of 

its structure. This paper also explores different environments in which blockchain can be deployed, current challenges and use cases 

of blockchain.  

 

: Blockchain,Structure of Blockchain, Blockchain Architecture and Working, Challenges in Blockchain, Blockchain Use Keywords

cases 

I. OVERVIEW OF THE BLOCKCHAIN 

 

In the early nineties when the internet was introduced to the world or in 2007 when Android, iOS made entry into the market we 

never thought that these technologies would become an integral part of our lives today. We can say that we are in a similar era 

today for this technology Blockchain which has the power to change the way current economic and social infrastructures 

function and disrupt the working of many industries too.   

 

Exchange of goods and services has been happening since time unknown. Whenever goods and services are exchanged we can 

say a transaction has taken place. Earlier transactions were simple but as we are moving towards a completely digital age 

complexity of transactions has increased. At times, as the amount of data to be managed is large it is possible that data might be 

erroneous, misinterpreted or fraudulent. This is where Blockchain can play its role to maintain complete transparency in data 

records.  

 

When we talk about Business Ledger it is a ledger that stores business transactions, which is internal to the company with 

reading/write access only to authorized users. This is usually costly, inefficient as business entities need regular reconciliation, 

as well as there, are risks of fraud and data manipulation. This is one of the main reasons people decided to migrate to 

Distributed Ledgers. Distributed Ledger is a type of database that is shared, replicated, synchronized among members of a 

decentralized network. The blockchain is a type of distributed ledger. 

 

The blockchain is a real-time distributed ledger of anything that can be recorded (financial transactions, contracts, physical 

assets, supply chain information etc.) but there is no one person or organization in charge of the entire chain [15]. In fact, it’s 

open and everyone in the chain can see the detail of each record. 

 

Blockchain maintains a timestamp of every Block added in the network [1]. This technique of maintaining timestamps of all 

transactions was originally explained in 1971 by the group of researchers, it was intended to timestamp digital documents so 

that no one can backdate or tamper with them. However, it was left almost unused till Satoshi Nakamoto adapted it in 2008 to 

create digital currency Bitcoin. In fact, blockchain is a mix of many old technologies which have been put in a single box, this 

includes, Public key cryptography (1970), Cryptographic hash functions (1970), Proof of work (1990). 

The blockchain is a cryptographic distributed ledger which is shared amongst all nodes in the network and every 

transaction which is successfully executed is recorded. The network nodes have their private keys which are assigned to the 

transactions made by them and act as a personalized digital signature. If a record is altered, the signature will become invalid 

and the network node will know immediately that something has happened.  

The blockchain is an Append-only chain[1]. Once something has been added to Blockchain its permanent. No one can go and 
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modify or delete the data. If a new Block i.e information is to be added in Blockchain it is done via consensus among peers. 

Consensus can be considered as a form of voting where as per the different consensus algorithms it is decided whether a block 

is propagated in network or no. Currently, in Bitcoin, minimum six validations are required to propagate a new block in Bitcoin 

network.  

Need to a third party or middleman to be present in the transaction has always occurred because of trust issues among two or 

more dealing business parties. The blockchain is reliable and available always as there is no single point of failure [9]. It is 

immutable as data once recorded on blockchain is extremely difficult to be deleted or modified as that would require high 

computation power and might lead to the collapse of entire blockchain network. The best feature of the Blockchain is 

transparency combined with anonymity. 

II. EVOLUTION OF THE BLOCKCHAIN 

Blockchain has made rapid development and progress. Many of its applications have already been realized and others can be 

envisioned for future. During the short span of since its inception, we can classify evolution of Blockchain Technology in 

different generations. 

Blockchain 1.0: The first blockchain use case was formulated in 2008 for cryptocurrency Bitcoin by an anonymous person or a 

group known as Satoshi Nakamoto. Bitcoin solved the issue of double spending without the interference of a trusted authority 

or central server. After the success of Bitcoins, many Altcoins were introduced too in this generation.  This was the phase which 

saw development and advancement of cryptocurrencies. [2] 

Blockchain 2.0: Within a few years of Bitcoin, the next generation of blockchain emerged which wasn’t limited only to 

cryptocurrencies but extended its horizons to implementation in financial services. Along with this began designing of the 

network for developers to build applications. Ethereum Development platform was introduced. This generation also saw the rise 

of smart contract development and its integration with Blockchain.Ethereum is an open-source, public, blockchain-based 

distributed computing platform featuring smart contract functionality. It provides a decentralized virtual machine, which can 

execute computer programs using a global network of nodes. [2] 

Blockchain 3.0: We are currently in this generation of Blockchain. Generation 3.0. Today Blockchain is being implemented for 

applications beyond the financial sector. Many different organizations too are currently working on building blockchain 

infrastructure for the new generation. This list includes Dfinity, NEO, EOS, IOTA, and Ethereum too. They are using different 

approaches overcome the current constraints like the high use of electrical power, scalability etc. Today, blockchains are being 

used for general purpose industries like health, media, charity etc. [2] 

The future generation of Blockchain might be the day when public blockchain service will be available that anyone can use with 

ease like Google Search Engine.[2] 

 

III. STRUCTURE AND WORKING OF THE BLOCKCHAIN 

Structure of a blockchain’s block includes Block header, transaction counter, transactions. Now a block header consists of 

Block version, the hash code of the previous block, Merkle root, timestamp, and nonce[1][2][3]. 

 

Figure 1: Basic structure of the Blockchain [12] 
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First, block in Blockchain is called Genesis Block [1] . It is hardcoded [6]. Every block that comes in Blockchain network after 

Genesis Block is cryptographically hashed to its previous block. Every Block includes Block number,  Hash of the previous 

block, Timestamp at which block was propagated in the network, nonce (64 bit unsigned random integer), transactions in block 

(currency exchange, just a single string, any media item etc) and Merkle root of the transaction [6]. 

 

Figure 2: Working of the Blockchain 

A node first starts any transaction by signing with its private key. Validation of transaction is done by more than one node. In 

case of Bitcoin six validations are done. Once, validation is completed a block is propagated in network[1]. Next block that 

would come in Blockchain is cryptographically backed to current block. This process is repeated every time a new block is 

added in network. 

IV. ARCHITECTURE AND WORKING OF THE BLOCKCHAIN 

 

Figure 3: Blockchain Architecture 

Bottom layer of Blockchain architecture is called Internet Layer. Internet is a network global interconnected devices, it relies on 

the Internet Protocol Suite TCP/IP which defines how data should be packetised, addressed, transmitted, routed and received. 

Blockchain layer consists of Peer to peer network of computers, consensus rules and record of transactions. Peer to peer 

network of computers is a physical network of all devices running blockchain protocol and keeping records.  

Consensus rules define game theoretical behaviour of all actors in network.Consensus literally means general agreement 

between interacting components. In Blockchain, following consensus algorithms are used widely Proof of Work and proof of 

stake. 

Proof of Work (PoW): Electricity is used by Bitcoin blockchain to ensure system security. An economic system is created 

where one can participate only by incurring a certain cost i.e Proof of work. This is done for rewards like bitcoin tokens. If one 

solves the mathematical computations ethically they get back their money else if they cheat then their money is lost.Proof of 

work also ensures that enough computational resource has been spent before their acceptance in the network[1][2][4]. 

Proof of Stake (PoS): This is considered an alternative method to achieve distributed consensus. Proof-of-stake demands users 

to prove their ownership or stake of a certain amount of currency. This consensus gains trust on a user that as a certain stake is 

invested by a user, any attack on blockchain will not be beneficial for the user too. Thus, establishing the trust that user won’t 

perform any malicious activities. This also considers the amount of time and coins which have not been spent. Hence, older the 

coin chance of proposing and signing a new block is increased[2][4]. 

  

Records of transactions are asset files which contain all the information block since the start of its Genesis block. 
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Next layer in architecture is the Application layer which consists of smart contracts. A smart contract is just a piece of software 

code which is deployed over blockchain network to ensure both transacting parties abide by all the rules mentioned in the smart 

contract [13]. Smart contracts are helpful to exchange currency,  land, media, or anything of value in a transparent and hassle-

free way as well as it avoids an intermediary. Steps for Smart contracts are, first a contract is coded for two parties and deployed 

on Blockchain and next when a triggering event occurs, the contract executes itself as per the terms mentioned in the code [16]. 

 

Finally, the uppermost layer is the user layer where a user interacts with blockchain through a Web App or a DApp. 

 

V. TYPES OF THE BLOCKCHAIN 

 

Figure 4: Types of the Blockchain 

Blockchain can be widely categorized as public, and private blockchain. With few of their features overlapping we can further 

classify them as semi-private and permissioned blockchain. 

Public Blockchains: These blockchains are open to the public. Anyone can participate a peer node. Public Blockchains can be 

defined as ledgers which are not owned by anyone but anyone can view the records. At times they are also called as 

permissionless Blockchain. Mostly they use consensus algorithms like Proof of work to reach a decision. In a public blockchain 

anyone can download the code and start running as peer public node on their device, transactions validation in the network can 

be done i.e determining which blocks get added to the chain and current state of the blockchain.Transactions are transparent and 

visible to all but anonymity is maintained too. Use of public chain allows infrastructure costs to be saved[2][7]. 

  

Private Blockchains: Private blockchains are open only to the consortium of people or organizations who have decided to share 

ledger among themselves. These blockchains operate under the leadership of a group. No one is allowed to join the network for 

transaction verification directly. On an advantageous side, these blockchains are faster and provide more transaction privacy. 

Consortium blockchain can be used efficiently in the banking sector. The consensus process is controlled by a pre-selected set 

of nodes.The right to view the blockchain may be public or restricted to the private participants. Private blockchain helps to 

reduce transaction cost, data redundancies and it can replace legacy systems or connect with legacy systems through APIs 

[2][8]. 

 

Semi-Private Blockchains: Semi-private blockchains are a combination of Private and Public blockchains. Part of it is open for 

public participation by any node in the network and other part is controlled by group individuals. Even Semi-Private 

blockchains can be a good solution for Banking use case too as transactions are transparent and encrypted and can be viewed by 

public and sensitive information is held and has closed view to bank authorized nodes. 

Permissioned Blockchains: In Permissioned Blockchain participants of the network are known and trusted. Here instead of 

using consensus, an agreement protocol can be used to maintain the shared state of records on the blockchain. It is not always 

necessary for permissioned blockchain to be private. It can be public too but access levels need to be designed appropriately. At 

times, write permissions are kept centralized to one organization and read permissions may be public. This design of 

blockchains allows to set up groups and participants who can verify the transactions internally. But then this involves risks 

similar to security breaches in the centralized system, as opposed to public blockchain which is secured by incentive 

mechanisms. Permissioned blockchains have their use case designed well for scalability, data privacy and, other general 

regulatory issues. Hence, there might be security breaches but there are many advantages too [2][10]. 

 

VI. CHALLENGES IN BLOCKCHAIN 

Existing Blockchain solutions designed are for inefficient computers which can’t do much other than formulating proof of 

concepts. It is challenging to move ahead with this infrastructure as blockchain involves game theory and mathematical tasks. 

Another important issue is Scalability [11]. Even in the third generation of Blockchain, we face this issue and many solutions 

are coming up to solve this issue. The blockchain is relatively a new and immature technology and it would be difficult for 
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everyone to adapt to it and come up with rules and regulations for the technology. One of the issues pertaining to 

standardization of rules and regulations might be acceptance of smart contracts similar to legal contracts. 

Mining is required for Bitcoin network. Currently, it consumes a huge amount of electricity. In China where mining takes place 

at a high scale there, electricity is said to be fueled by dirty coal. Right now as per March 2018 statistics there are 24 million 

Bitcoin wallet users. Mining for such a large number of the population uses up a large number of our natural resources. With 

increasing number of users, the performance is affected as global consensus is considered for every bitcoin node and smart 

contracts are verified on each node of Ethereum network. 

The volume of transactions per second (TPS) for Blockchain network is quite low as compared to Visa network. Maximum 

capacity of Bitcoin is 6-7 TPS[1] while for Ethereum it is 15 TPS [11]. Even Though blockchain is effective its low transaction 

per second speed might be a hindrance to its effective use in future. 

The blockchain is suitable only when we have large network infrastructure. Cost implementation for small use cases would be 

high compared to existing solutions and it even might face security breach in form of 51% attack.  

The lightning network has been one of the effective solution offered to deal with scalability where small transactions are not 

stored on blockchain thus increasing the speed of the main chain. 

VII. BLOCKCHAIN USE CASES 

Blockchain use cases can be broadly be categorized into two sections Financial and Non-Financial. 

 

Figure 5:  Use cases of the Blockchain 

Banking Sector: It is said that the same effect that internet had on media, blockchain will have on banking. Banking on 

blockchain will provide global access to everyone. Cross-border money transfer would be easier and will cost low transaction 

fees. One of the key roles of the bank is providing loans to its customers[14]. The current loan process is tedious due to 

improper data maintained at different places, Also, if data is placed on blockchain it will offer ease to loan syndication 

processes [5]. 

Stock Market Prediction: An open blockchain platform where users can make stock market predictions based on their 

experience level and in turn earn their stake for a particular prediction. The wisdom of the people who have been in a particular 

field is equally important with predictions made by machine algorithms and a combination of both will lead to effective and 

accurate predictions. 

Insurance: Insurance market is based on trust. Blockchain acts as an excellent platform for trust management between two 

parties. Blockchain can be used to verify insured person’s details. It also solves the main issue of double claims in insurance. 

Charity: Charitable trust is an organization that is set up to provide help and raises money for those in need. Charitable trusts 

today face funding issues because they aren’t transparent enough about their transactions which cause Donors to lose their trust. 

This also affects the impact of Social projects as they aren’t able to reach their full potential due to insufficient funding. Cause 

for the drop in charitable trusts by the public can be uplifted by Blockchain which offers complete transparency in all 

transactions. A secure, transparent donation system can be built on Blockchain. 
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Crowdfunding: Recently, crowdfunding for startups has gained popularity. For crowdfunding, we need to have a trust between 

financier and receiver. Current platforms are very costly. Blockchain platforms with smart contract integration can act as a good 

platform for low costs for crowdfunding activities. 

Supply chain management: Blockchain has permanent as well as real-time records of data and it can be used to store any asset 

details. This can be used in supply chain management to monitor labour, costs, waste emissions, the location at every point. A 

shared ledger here can be used to verify the origin of products and trace them back. 

Transportation: Blockchain can create a platform for peer to peer ridesharing with is decentralized and not owned by a 

particular company. This will allow car owners and users to have a smart contract as per their conditions and still trust is 

maintained without third-party interference. 

Cloud Storage: Data we store on our public cloud is accessible to us from anywhere but finally it has a centralized server. Even 

though data is replicated at multiple data centers it is still vulnerable to data loss, hacking and ultimately our data is owned by 

someone else.A single point failure might occur too. Hence, blockchain can act as a good medium for cloud storage where we 

are the owner of our data and it is stored at each of distributed peer node. 

Healthcare: This can be one of the best cases for blockchain.When a patient visits any clinic/hospital all his details are recorded 

and stored for subsequent visits. These details include his general details, medical history, family medical history, tests were 

done, allergies, blood group and other reports details. As and when a patient visits any doctor or any tests are done their 

medicines and tests records ledger are updated. All healthcare records are available in one place. Based on previous case history 

emergency treatment for the patient can be started in case of accidents. Also, medicines records can be maintained on 

distributed ledger thus solving the issue of fake medicines. 

Real Estate: If we want to purchase a house we prefer an estate agent in between because buyer and seller need a middleman to 

verify if all transactions are done ethically and no one is forged. In this process, we pay extra fees to estate agent thus increasing 

the cost of the entire transaction. With smart contracts in existence, we can solve trust issues among to unknown dealing parties. 

With blockchain, we can verify ownership, documents accuracy and all property transfer deals. 

VIII. CONCLUSION  

Blockchain is one the emerging technologies which has power to  revolutionize the existing Business models. World Economic 

Forum has predicted that by 2027, 10% of World’s GDP will be from Blockchain Technologies. Currently blockchain does face 

certain challenges about Scalability [11], transaction speed, consumption of electricity but these issues open up new avenues for 

research in Blockchain thus, creating new opportunities in this emerging field.  
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